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MoxiEngage Integration Process using Google Workspace

Overview

MoxiEngage integrates directly with your brokerage’s Google Workspace (formerly G
Suite) account to provide your agents and support staff with consistent and convenient
access to their information, while eliminating any need to enter the same information
multiple times.

MoxiEngage uses a service account as an API client to synchronize data and perform
actions on behalf of individual users. Each MoxiEngage user account has an email
address that corresponds to a mailbox on your Google Workspace account. All
integration actions are performed within the context of a single given mailbox.
MoxiEngage never requires administrative access to your Google Workspace account.

Contacts

Using the Google People API, MoxiEngage synchronizes a user’s contacts and contact
details with Google Workspace. Contacts created in Google Workspace will appear in
MoxiEngage. Contacts created in MoxiEngage are synchronized back to the user’s
contacts in Google Workspace.

Calendar

Using the Google Calendar API, MoxiEngage displays the user’s calendar events and
appointments. Calendar events and appointments can also be added through
MoxiEngage and are synchronized to the user’s calendar in Google Workspace.
Email

Using the Gmail API, MoxiEngage sends certain email messages through user’s
mailbox. These email messages will appear in the Sent mail folder and will be delivered
to the recipient from the mailbox just as if the user had sent the email from Gmail
directly. MoxiEngage does not synchronize or inspect incoming email messages.

Service Account Setup

MoxiEngage is designed to utilize service account credentials for organizations that use
Google Workspace (formerly G Suite) for administration of the company’s email
functions.

An email administrator in your company organization will need to perform steps to
create a service account and obtain the necessary credentials for MoxiEngage to use.

Refer to Google Workspace Setup Instructions for Administrators and follow the
provided step-by-step instructions to set up service account credentials with
domainwide delegation, then enable the needed API endpoints and authorize the
service account as an API client with appropriate OAuth scopes.

You will need to provide the service account key in JSON format, along with a regular
user email address that we can use for testing.


https://developers.google.com/people?hl=en
https://developers.google.com/people?hl=en
https://developers.google.com/people?hl=en
https://developers.google.com/people?hl=en
https://developers.google.com/google-apps/calendar/
https://developers.google.com/google-apps/calendar/
https://developers.google.com/gmail/api/?hl=en
https://developers.google.com/gmail/api/?hl=en
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Information Gathering

To enable configuration of the MoxiEngage integration, we will need to gather some key
information from you, including the service account credentials created by following the
steps in the Google Workspace Setup Instructions for Administrators section of this
document.

Next Steps
Verification of Credentials

MoxiWorks staff will begin the next step of the integration process. We will test the
credentials you provided to verify that the service account is able to connect to your
email service and perform a synchronization for the test email address you supplied.

Outcome: Credentials Cannot be Verified

If your entered credentials cannot be verified, we will contact you. Your email
administrator will need to resolve the issue and then you will provide us with the
updated information.

Outcome: Credentials are Verified Successfully

If your credentials are verified successfully, we will store the credentials securely.
Congratulations! This is a key milestone that enables us to continue the process of
getting MoxiEngage enabled for your brokerage.

Security

MoxiWorks requires the use of a single service account in your Google Workspace,
configured with domain-wide delegation. This service account must be authorized as a
client to the Google API with the following OAuth scopes:

» https://www.google.com/m8/feeds
» https://www.googleapis.com/auth/calendar

» https://www.googleapis.com/auth/gmail.compose

All interactions between the MoxiWorks system and your user’s account happens
through this designated service account, authenticated by credentials (i.e., a JSON
formatted key) generated and provided by your Google Workspace administrator.
MoxiEngage never requires administrative access to your Google Workspace account.

Network Access

MoxiWorks systems communicate directly with the Google Workspace API over secure
HTTPS/SSL connections.

Managing Shared Secrets and Credentials

For automated access, MoxiWorks makes use of methods native to our configuration
management software. Credentials are stored in encrypted objects accessible only to
servers with the relevant service role and environment. These credentials are pulled

and decrypted during software deployment. Server identity is validated via pre-shared
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public/private key. Credentials are managed through a commercial password manager
and any non-automated access is limited to the MoxiWorks Technical Operations team
and, with customer approval, limited support personnel on an as-needed basis. See
also:

https://docs.chef.io/secrets.html#encrypt-a-data-bag-item

https://www.lastpass.com/en/enterprise

Communications Policy for Security Breaches

In the unlikely event of a security breach where client data such as account credentials
for registrar management, impersonation credentials, and the like may have been
compromised, MoxiWorks Technical Operations and/or Account Management staff will
notify affected clients. If the client is aware of a potential security breach, they should
notify MoxiWorks immediately so that we may contain and mitigate potential risk in a
timely manner. In either case, a change to Impersonation account credentials will be
coordinated between both parties.

Google Workspace Setup Instructions for Administrators
The following steps describe the recommended process for creating a service account

in Google Workspace for use with your brokerage’s MoxiWorks integration. Create

Google Service Account Credentials with the “Owner” Role
1. Login to your Google Cloud Platform.

2. Click on the “Select a project” dropdown button.

= Google Cloud Platform | Selecta pm‘pd“v Q, Search products and resources

3. Choose your organization’s Google Workspace identifier from the dropdown list.
Select from no orGANIZATION + NEW PROJECT
Q, search projec @
No organization
RECENT e

Name 1D

:B]"N;organizalion (%] e A, et A g g 'a—......_o‘“ o~ |

4. Click on the “NEW PROJECT” button.


https://docs.chef.io/secrets.html#encrypt-a-data-bag-item
https://docs.chef.io/secrets.html#encrypt-a-data-bag-item
https://docs.chef.io/secrets.html#encrypt-a-data-bag-item
https://docs.chef.io/secrets.html#encrypt-a-data-bag-item
https://docs.chef.io/secrets.html#encrypt-a-data-bag-item
https://docs.chef.io/secrets.html#encrypt-a-data-bag-item
https://docs.chef.io/secrets.html#encrypt-a-data-bag-item
https://docs.chef.io/secrets.html#encrypt-a-data-bag-item
https://docs.chef.io/secrets.html#encrypt-a-data-bag-item
https://docs.chef.io/secrets.html#encrypt-a-data-bag-item
https://docs.chef.io/secrets.html#encrypt-a-data-bag-item
http://www.lastpass.com/en/enterprise
http://www.lastpass.com/en/enterprise
http://cloud.google.com/console
http://cloud.google.com/console
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7.

Select from - E3 NEWPROJECT

Search projecis and folders
[a

RECENT STARRED ALL

Name 1D
]
Loy WV VN S B NS e NP e N

Enter a meaningful project name to represent MoxiEngage (e.g., “Moxi Engage
Integration”), then click on the “CREATE” button.

= Google Cloud Platform Q,_  Search products and resources v

New Project

Project name *
Moxi Engage Integration [~]

Project ID: moxi-engage-integration. It cannot be changed later. EDIT

Location *
B BROWSE

4
4
Parent organization or folder '
4
«

|% CANCEL

I Y A ST UV V" i S SR S

Note

Now that you have created a new project, you should see the
name of the project displayed in the header area next to the
“Google Cloud Platform” title.

Click on the three horizontal lines next to the “Google Cloud Platform” label to
access the navigation menu.

%h Google Cloud Platformn  s* Moxi Engage Integration v Q,  Search products and resour...

ACTIVITY RECOMMENDATIONS

/' CUSTO

Using the Google Cloud Platform menu, navigate to the “APls and Services” =>
“Credentials” option.
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9.

Google Cloud Platform 8= Moxi Engage Integration rch products and resour...

Home
@ Recent >

FPINNED

& Billing

API  APIs & Services X
Dashboard

Library

Compute Engine

Credentials
Cloud Storage @

IT  VPCnetwork >

Domain verification

@ App Engine > Page usage agreements

Click on the “Create Credentials” dropdown and select “Service account” from
the available options.

Google Cloud Platform  &* Moxi Engage Integration ~

APIs & Services Credentials

=+ CREATE CREDENTIALS B DELETE

APl key

Create credentials to ad  |dentifies your project using a simple API key to check quota and access

<  Dashboard

i Library 0Auth client ID
Remember .
A Requests user consent so your app can access the user's data

O Credentials CONFIGU .
Service account

i OAuth consent sereen Enables server-to-setver, app-level authentication using robot accounts

API Keys
¥ Help me choose
O Name Asks a few questions to help you decide which type of credential to use

Domain verification

Key

Se Page usage agreements

No AP keys to display

Enter “Moxi Engage” in the “Service account name” text box, then click on the
“CREATE AND CONTINUE” button.

Google Cloud Platform = Moxi Engage Integration Q,  Search products and reso

IAM & Admin Create service account

Q

+2 1AM
© Service account details

& Identity & Organization Service account name

Moxi Engage

Policy Troubleshoot

A Poliey Treublesheoter Display name for this service account
B Policy Analyzer Service acco...

moxi-engage  @moxi-engage-integration.iam.gserviceaccount.com X G «
B  Organization Policies
ed  Service Accounts = Service account description

Describe what this service account will do
2 Workload Identity Federat...
> Labels

CREATE AND CONTINUE
» Tags b

}ieﬂ‘".g_pks B Pl it N iy R ol i, N _-.‘.ﬁ..’
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10. Click on the “Select a role” dropdown.

Google Cloud Platform 2 Maxi Engage Integration Q,  Search products and resour...

e IAM & Admin Create service account
+2 1AM

@& Service account details

©  Identity & Organization |

, Policy Traubleshoster Grant this service account access to project
(optional)

E  Pelicy Analyzer

Grant this service account access to Moxi Engage Integration so that it has

B o ization Polici permission to complete specific actions on the resources in your project. Learn
rganization Policies —

more
g Service Accounts Condition -
[ ]
Selectarole M Add condition
"2 Workload Identity Federat... L\) !
La R - et A i,

11.  Enter “owner” in the search filter box, then select “Owner” from the list.
(Alternatively, navigate the list to locate and select “Project” => “Owner” from the
available roles.)

Google Cloud Platform &= Mox il
= Filter owney|

O 1aM&Admin Creat{
BigQuery Data Owner
Full access to datasets and all of their contents
+2 1AM
Q g Cloud Datastore Owner
©  Identity & Organization | Full access to Cloud Datastore.
<, Policy Troubleshooter e G Owner ,
( Full access to all resources. @ ,
E  Policy Analyzer d
Chat Bots Qwner ‘
E Organization Policies :_ Can view and modify bot configurations jeam -
L] Service Accounts
[ MANAGE ROLES [}
" Workload Identity Federat.. e
o, Labels

‘ﬂ-&-'*

12. With “Owner” selected as the “Role” for the service account, click on the
“CONTINUE” button.



Google Cloud Platform & Moxi Engage Integration + Q  Search products and resour...

e 1AM & Admin Create service account

+2 1AM . .
& Service account details

©  Identity & Organization | !
%, Policy Troubleshooter ) Grant this service account access to project )
(optional) ’
E  Policy Analyzer ) )
Grant this service account access to Moxi Engage Integration so that it has
a Organization Policies s:!::;lssion to complete specific actions on the resources in your project. Learn f
<
o1  Service Accounts : Role Condition — f
Owner v Add condition .
s Workload Identity Federat.. [ - -£
@  Labels *
+ ADD ANOTHER ROLE ‘
» Tags i
§  Settings CONTINUE J
‘—-"‘-“ng’”""‘n* , 'w' *_—n-—hr -~ ’\’
H “ ”
13.  Click on the “DONE?” button.

= Google Cloud Platformn &= Moxi Engage Integration « Q, Search products and resour...

IAM & Admin Create service account HIDE INFO P

Q

2 1AM Permissions
& Service account details

T e L W

&  Identity & Organization |
. . ‘ show inherited permissions
% Policy Troubleshooter ) Grant this service account access to
project (optional)
B Policy Analyzer | = Filter Enter property name or value ’
B Organization Policies ) Grant users access to this service Role / Member 4 R —
account (optional) » Owner {
of Service Accounts
Grant access to users or groups that need te perform actions *
B workload identity Federat.. as this service account. Leamn more )
%> Labels Service account users role (2] 1
»  Tags Grant users the permissions to deploy jobs and VMs with
this service account ‘
L
& Settings 3
Service account admins role (7] (
E3  Manage Resources iril;tuﬁtsers the permission to administer this service ,
E  Release Notes )
CANCEL
<l

Create a Key for the MoxiEngage Service Account in JSON Format

1. Click on the “Manage service accounts” link displayed on the righthand side of
the “Credentials” list screen.
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Google Cloud Platform  $* Moxi Engage Integration Q,  Search products and resour...

API APIs & Services Credentials + CREATECREDENTIALS 1 DELETE

ot ™ nad L s "-w#‘ww#ﬂ“ W«.ﬁr

240 Caun clieyits to display

Service Accounts Managaﬁervice accounts

O Email Name
O  moxi-engage@moxi-engage-integration iam.gserviceaccount.com Moxi Engage s

Click on the three dots in the “Actions” column next to the Moxi Engage service
account, then select “Manage keys” from the list of options.

Google Cloud Platform &= Moxi Engage Integration ~ Q,  Search products and resour...
e IAM & Admin Service accounts + CREATE SERVICE ACCOUNT W DELETE +® MANAGE ACCESS
2 1AM . . " . P
Service accounts for project "Moxi Engage Integration
e Identity & Organization A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running
outside Google. Learn more about service accounts.
K/ Policy Troubleshoater Organization policies can be used to secure service accounts and block risky service account features, such as automatic 1AM Grants, key
creation/upload, or the creation of service accounts entirely. Learn more about service account organization policies.
E  Policy Analyzer
B  Organization Policies = Filter Enter property name or value [2]
o EoiniemT O Email Status Name P Description Key ID Key crea
[0 <3 moxiengage@moxi-engage- (] Moxi No
"e  Workload Identity Federat... integration.iam. gserviceaccount.com Engage
Manage details
Labels s
g Manage permissions
» Tags
£ Settings CS
""“"M""‘M,‘ P R - PP e S NP S

Click on the “ADD KEY” dropdown, then select the “Create new key” option.

Google Cloud Platform &= Moxi Engage Integration + Q. Search products and resour...

e IAM & Admin < Moxi Engage \
DETAILS PERMISSIONS KEYS METRICS LOGS 1
+2 1AM l
@ Identity & Organization Keys )
9, Policy Troubleshooter A Service account keys could pose a security risk if compromised. We recommend you avoid downloading service account
keys and instead use the Workload Identity Federation . You can learn more about the best way to authenticate service
B Policy Analyzer accounts on Google Cloud here .
o] ization Polici
a8 rganization Folicies Add a new key pair or uplead a public key certificate from an existing key pair.
L] Service Accounts

Block service account key creation using organization policies
Learn more about setting organization policies for service accounts

"

Workload Identity Federat...

ADDKEY ~
Labels

L4

Key creation date Key expiration date

Create new ke
Tags y

:
<
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4. Ensure the “JSON” radio button is selected for the “Key type” option, then click
on the “CREATE” button.

Create private key for "Moxi Engage"

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost

Key type
(®) JSON
Recommended

O P12

For backward compatibility with code using the P12 format

CANCEL CREATE

Note When you click on the
“CREATE” button, a JSON file will be generated automatically
and downloaded to your computer. Make a note of the location
where the JSON file was downloaded and saved. You will need to
locate this file later in the process.

5. A popup will let you know that a private key was saved to your computer. Click on
the “CLOSE” button to acknowledge the message and continue.

Private key saved to your computer

A moxi-engage-integration- - ~json allows access to your cloud resources, so store it securely. Learn more

O moxi-engage-inte...json A I Show all b4

Enable Gmail API

Note
You have already created the credentials necessary for
MoxiEngage to use this API. Ignore any warnings or prompts that
would lead you to create additional credentials.
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1.

2.

3.

4.

Click on the three horizontal lines next to the “Google Cloud Platform” label to
access the navigation menu.

= Google Cloud Platform s* Moxi Engage Integration Q, Search products and resour...

ACTIVITY RECOMMENDATIONS

w2

Using the Google Cloud Platform menu, navigate to the “APls and Services” =>
“Library” option.

= Google Cloud Platform 3 Moxi Engage Integration v Q  Search products and resources

NED

B Billing >

RPI  APIs & Services x>
Dashboard

ﬁ] Compute Engine > Library
— H lentials
=

uth con

Cloud Storage >

S i, P g

Click on the “Gmail API” card (use the search box to find this card if it is not
readily visible to you).

Google Cloud Platform & Moxi Engage Integration v

Q,  Search products and resour. v

Search

Filter by

CATEGORY Gmail API

Email (1) M Google @

4

4

4

&
exible, ul access to the users inbox é
" ¢
Click on the “ENABLE” button.

Google Workspace (1)

Other (1)
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Google Cloud Platforrn &= Moxi Engage Integration + Q_  Search products and resour...

Gmail API
M Google

Flexible, RESTful access to the user's inbox

ENA%E TRY THIS APl [
Click to enable this AP

’ OVERVIEW wUME T ‘Ohw'ﬂ - M'uu— e mar ~~

e T VAP NP

Enable Calendar API

1.

2.

3.

Note
You have already created the credentials necessary for
MoxiEngage to use this API. Ignore any warnings or prompts that
would lead you to create additional credentials.

Click on the three horizontal lines next to the “Google Cloud Platform” label to
access the navigation menu.

= Goog]e Cloud Platformm & Moxi Engage Integration Q,  Search products and resour. v % | e a

RECOMMENDATIONS

b it B b P ottt A s

ACTIVITY

Using the Google Cloud Platform menu, navigate to the “APls and Services” =>
“Library” option.

= Google Cloud Platform & Moxi Engage Integration v Q_  Search products and resources

Home

® Recent »
PINNED
B Billing
RPI  APls & Services L S
Dashboard
ﬁ} Compute Engine > Library @

= Femr
= Cloud Storage

>
OAuth copsent screen

Click on the “Calendar API” card (use the search box to find this card if it is not
readily visible to you).



Google Cloud Platformn &= Moxi Engage Integration + Q,  Search products and resour... v & B e o

Q

calendar]

Google Calendar AP'@

Google

Integrate with Google Calendar using the Calendar APL.

4. Click on the “ENABLE” button.

Google Cloud Platform & Moxi Engage Integration Q, Search products and resour...

Google Calendar API
Google

Integrate with Google Calendar using the Calendar API.

Y THIS API [2

Y D W S oY

Click to enable this AP

- "OWIEW DOCUMENTAT\O% ’SW N."dﬂ’“ ¢*’j
Enable People API
Note

You have already created the credentials necessary for
MoxiEngage to use this API. Ignore any warnings or prompts that
would lead you to create additional credentials.

1. Click on the three horizontal lines next to the “Google Cloud Platform” label to
access the navigation menu.

= Google Cloud Platform & Moxi Engage Integration Q, Search products and resour... v % B 6 a

ACTIVITY RECOMMENDATIONS Zgcu=i0

(7

2.  Using the Google Cloud Platform menu, navigate to the “APls and Services” =>
“Library” option.
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= Google Cloud Platform 2 Moxi Engage Integration v

Q  Search products and resources

NED

B Billing
API  APIs & Services L

Dashboard
E} Compute Engine > Library
- e
=  Cloud Storage >

0Auth consent screen

3.

Click on the “Google People API” card (use the search box to find this card if it is
not readily visible to you).

Google Cloud Platform

2¢ Moxi Engage Integration

Q

Search products and resour...

Search

Filter by

CATEGORY

-
Social (2) . 1
Other (1) )
Google People API
e Google Enterprise API @ @

Provides access to information about profiles and contacts.

4. Click on the “ENABLE” button.

Google Cloud Platform & Moxi Engage Integration v Search products and resour...

Google People API
Google Enterprise AP|

Provides access to information about profiles and contacts.

ENA%E TRY THIS APl (2
Click to enable this AP

' OVERVIEW

e . e VU

gUMEHm OhWT - - . * r

Authorize the MoxiEngage Service Account as an API Client
1. Login to your Google Admin Console.



http://admin.google.com/
http://admin.google.com/
http://admin.google.com/
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2. Click on the three horizontal lines next to the “Google Admin” label to access the
navigation menu.

3. Using the Google Admin Console menu, navigate to the “Security” => “API
controls” option.

Google Admin Q_ Search for users, groups or settings
=
() Home & Users Manage A ® Domains 4{
EE Dashboard
» & Directory . Manage domains {
» [O Devices Add a domain

» 332 Apps Change your primary domaln

" Add a user
~ @ security 1

Delete a user

Settings
Update a user's name or email
Alert center
Create an alternate email address (email alias)

API con@s

Security rules

» 1l Reporting .. Groups o Apps

- & o . eee
MRS, AP CELGAES o1 ahein2nd GRS PO s, M5 USRS

4. From the API Controls page, locate the “Domain wide delegation” section and
click on the “MANAGE DOMAIN WIDE DELEGATION?” link.

Domain wide delegation

Developers can register their web applications and other API clients with Google to enable access to data in Google services like Gmail. You can authorize these registered clients

10 access your user data without your users having to individually give consent or their passwords. Learn more
MANAGE DOMAIN WIDE DELEGATI%J ;

5. Click on the “Add new” link.
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= Google Admin Q, Search for users, groups of settings 0o @
Security * API Controls Domain-wide Delegation
0 Developers can register their web applications and other API clients with Google to enable access to data in Google GOT It

services like Gmail. You can authorize these registered clients 1o acoess your user data withoul your users having lo
individually give consent or their passwonds.

API clients Download client info

’ux Client ID ma.:n‘ o

Locate the Moxi Engage service account client id in the JSON format credential
file downloaded earlier:

a. Open the JSON file in a text editor (e.g., Notepad if using Windows,
TextEdit if using macOS).

b. Find the “client_id” label in the text of the file.

1| moxi-engage-integration- Jjson - Notepad — [m| X
File Edit Format View Help
{
"type": "service_account”,
"project_id": "moxi-engage-integration”,
"private_key id": "
"private_key": "----- BEGIN PRIVATE KEY----- \

gage-integration.iam.gserviceaccount.com”,

" Client id" "
auth_u - ns: /faccou .google.com/o/oauth2/auth™,

"token_uri”: "https://oauth2.googleapis.com/token”,

"auth_provider x589 cert_url”: "https://www.googleapis.com/oauth2/vl/certs"”,

"client_x589_cert url": "https://www.googleapis.com/robot/vl/metadata/x509/moxi-engage®4@moxi-engage-integrati

Ln7, Col38 100%  Unix (LF) UTF-8

4
f
~

it

c. Select the value for the “client_id” and copy it to your clipboard.
Paste the client-id obtained from the JSON file into the “Client ID” box.

Enter the following text exactly as it appears into the "OAuth scopes
(commadelimited)” field (you may copy and paste for accuracy):

https://www.google.com/m8/feeds,
https://www.googleapis.com/auth/calendar,
https://www.googleapis.com/auth/gmail.compose
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9. Click on the “AUTHORIZE” button.

Add a new client ID

DAL Scopes [comma-delimed]

arhttps:/fwww.googleapis com/auth/gmail.compose

10.  Verify that the Moxi Engage service account is displayed on the list of API
clients.

Security * APl Controls » Domain-wide Delegation

ﬂ Developers can register their web applications and other AP clients with Google 10 enable access to data in Google GOTIT
services like Gmail. You can authorize these registered clients to access your user data without your users having to
individually give consent or their passwords.

API clients Add new  Download client info

=+ Add a filter

Mame Client 1D Scopes




